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Definition: on-premises,

R
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= On-premises: software is installed and runs on
computers in the building (on premise)

= Off-premises: often refers to hosted software scenarios

= Cloud Services: Software-aaS, Plattform-aaS,
Technology-aaS

= Public Cloud: user usually does not know where
software is physically run (off-premises)

= Private Cloud: software is installed locally (on-premises)
and administered remotely

= External Private Cloud: software is installed remotely
(off-premises) and connected through a VPN tunnel
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= Review of Terminology

= Cloud Computing for SAP Imaging and Data
Archiving

Pricing Models and Business Cases
= Transitioning between on-premise to in-the-cloud
Closing Remarks

What are Cloud-based
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Cloud Computing
Benefits

— Consumption-based

— Pay-as-you-Go

— Off-Premise

Scale up and down

Virtualization Benefits
— Fast Server Provisioning

— Fast System Copies /
— High Availability |
— Fault Tolerance

— Dynamic Resource
Allocation

= SAP offers integration to archiving solutions through its
SAP ArchiveLink™ and SAP ILM interfaces

— SAP ArchiveLink: HTTP/S based communication to control documents on
compliant repositories

— SAP ILM / BC-ILM 2.0 (WebDAV): web-based distributed authoring and
versioning

= SAP ArchiveLink is currently the most commonly used
protocol to store scanned or other electronic images
connected to SAP

= SAP ILM/BC-ILM is relatively new and used in
connection with SAP Information Lifecycle Management
(SAP ILM)

. Cloud-based Service
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SAP: on-premises or off-premises (hosting)
Content Server: on-premises or off-premises
Storage: on-premises or off-premises
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What about my
scanning operation?
That cannot be
virtualized!

= Scanning options
— Local on-premise (HTTPS connection through SAP to archive)
— As-a-Service by external service provider
— As-a-Service through your Cloud Service
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= Image display over the . Sen R Mo N
internet, secured and
authenticated

= Remote storage with local s 9
display functionality .
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= Higher availability
— Dedicated environments guarantee high availability rates
= Better scalability
— As you grow, the service grows
= Lower costs
— Better pricing on storage and server capacity
= Less complexity
— Elimination of a whole set of infrastructure
= Improved elasticity
— Retrieval power is provided when you need it

= Common concerns are:
— Data integrity (no one is tampering with it)
« Architecture defines secured storage
— Data consistency (SAP data in sync with Archive)

« Content Server and Link Tables define mapping of SAP
transactional data to electronic documents in the archive

— Rigorous compliance (retention, security and availability)
« Compliance software layer ensures retention
« Uptime and availability through SLAs

— Unification of business process (seamless integration)

« Business process not interrupted due to SAP’s existing system
design

Key Benefits of Cloud-based
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Cloud Computing for SAP Archiving allows:

.. Consuming Archiving-as-a-Service

.. Service provisioning On-demand

.. Rapid deployment to accelerate business projects

.. Managing Cost w/ flat pricing models like Pay-as-you-go
.. Standardized “customized” deployments

.. Scalability due to dynamic resources provisioning

.. Flexibility (elasticity) to the customer’s business needs

.. Efficiency due to better utilization

.. Innovation due to new service architectures (SOA)
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= No business process (BP) customizing changes

= No maintenance cost

= No administration cost

= No hardware and software license costs

= Turn-key solution leveraging SOA

= Compliant w/ legal standards for document management
and encryption

= Tie-in to the standardized SAP ArchiveLink

= Dynamic scalability (elasticity) due to Cloud-based
service + optimizing (rightsizing)

What does it take to do the
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Requirements Risks-Benefits i
Analysis ‘Analysis ROI Calculation
Contractual Provider Selection SLA Requirements
Agreements q

Migration Process . Hand-oyer of

Service
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SAPGUI to
access documen
e.g.SDOL

vDoctgmt (SOA)

SAP Modules
integrated with
Business Process
(8P)

Texperts Certified SAP Hosting Center Customer Data Center
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vDocMgmt - Cloud-based Service Software Technology Stack
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SAP ArchiveLink /
BC-LM 2.0
Compliant Storage Enabler
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= On-premises: Typically fully licensed software by
consumer which is installed locally and
— Under internal administration OR
— Under outsourced administration
= Off-premises, PaaS:
— Hardware administration is offered as a service
— Software license is still owned by consumer
= Off-premises, SaaS:
— Software and administration are offered as a service
— No license fee is paid

— Software is owned by service provider and offered for
consumption based on a monthly service fee

Service Level Agreements and

R
Other Considerations SO|Ut'°@Chg

= The following should be clearly regulated in your

SLAs and other legal agreements:
— The right to retain ownership, use and control of one’s data
— The right to an SLA that addresses liabilities, remedies, and

business outcomes: the agreement should comprehensively
address the business issues implied

— The right to notification and choice about changes to the consumer’s
business process (upgrades, changes to the process)

— The right to understand the technical limitations or requirements of
the service up front

— The right to understand which jurisdiction the provider operates in

— The right to know which security processes the provider follows
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Cloud services are not for

ERA
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everyone! A

= How could this work for me?

= Answer the following questions: How could we be

harmed...

— If the asset became widely public and widely distributed?

— If an employee of our cloud provider accessed the asset?

— If the process or function were manipulated by an outsider?
— If the process or function failed to provide expected results?
— If the information/data were unexpectedly changed?

— If the asset were unavailable for a period of time?

= ... and then structure your cloud solution to safe-
guard against these concerns.

. A
Business Case solutio@chg

= Based on one SAP System and 1 Terra Byte of
Data in secured storage

$114,000
savings

|
Neard over 5yrs!

Full LicensingModel: | | e = R IR
License) £81.600

$0 0 1,600
$34.500 $34500]  $172,500,

S I
Administrabon]  $34 500 $34.500 $34.500

Storage Costs] $17.500 $17.500 $17.500] $17.500 $17.500 $87,500!
Supp.SMaint. $8.200 $8.200 $8.200] $8,200,
$141,800 00

[Cloud Service Model:
Intial Setup) $14.500} | g E

SaaS - SAP Archiving| $33,300 $33,300] $33,300, $33,300, $33,300, $166,500.
_SaaS —Storage 35,400 _3$5.400 $5,400] _$5400]  $5400] _ $27,000)
Encryption $4,200 $4,200, $4,200] $4,200] $4,200, 521,000/

7x24 SLA $7,800 $7,800 $7,800] $7,800] $7,800, $39,000/

Entering Leaving

the Cloud the Cloud

| | Legacy .
Documents ] Lockin
Business

— Process tent Server — Virtualization
Changes Storage

|| Migration | lew
Procedure Exit Strategy

|| Migration | Switching

Costs Costs

$65200  $50,700]  $50,700]  $50,700,  $50,700,  $268,000
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= Legacy documents and data
— Effective migration procedures
— External access to cloud environments
= Business processes should be fairly untouched

= Technology, that makes moving easier
— Virtual images can be moved completely
+ Operating system images
* File system images
— APIs and interfaces
+ Extract your data at any time
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= Pre-negotiate exit fees Cloud Off-
= Contractually define an exit strategy el ST
= Assess the efforts to exit up front

| Full Transparency

= Mitigate the risk of a lock-in —— -
| Time Difference
| Local to all Users -
! Communication
| Business Process | Barrier
= The good and the bad (examples): Contol | .
I Software License
— Open Source CRM ‘ Saas \wjfidff’ -
— Salesforce.com —
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. =  Gerlinde Zibulski and Regine Schimmer. Will your move to the Cloud Open Up Your Company to
L) FOCUS On yOU r COI'e bUSI neSS - Ieave the reSt to Security Threats? Tips and Tools to Secure Your Cloud Solutions, SAPinsider, October 2010, URL
th http://sapinsider.wispubs.com/Issue/October%20(lssue%204)/1077
others = CSAcloud security alliances. Security Guidance for Critical Areas of Focus in Cloud Computing V2.1,
. . . December 2009, URL www.cloudsecurityalliance.org/guidance/csaguide.v2.1.pdf
= Choose the service that IS rlg ht fOF yOU SaaS, = Jochen Hager SAPImag/ng and DataArchlvmg in the Cloud October 2010, URL
http://www.solutionxchg.com/webdocuments/SolutionXchg_Cloud_1-1.pdf
PaaS TaaS =  Bridget Botelho. How to spol cloud service provider lock-in and stay nimble, 28 Oct 2010,
)
. . SearchCloudComputing.com, URL
[} Create Strong SLAS W|th your Cloud service http://searchcloudcomputing.techtarget.com/news/article/0,289142,sid201_gci1522741.00.html
. = Gerhard Saumweber. Upgrade Project + Virtualization = Reduced Costs and Increased Efficiency,
prov|der SAPinsider, April 2009, URL http://insiderprofiles.wispubs.com/article.aspx?iArticleld=4769#article6
= Hewlett Packard, Intel. Evolving and implementing new storage strategies that support virtualization,
1 i H S hSt E-Guide, J 2010, URL
= Conduct a full risk / benefits analysis e e S o .
e = Kaj van de Loo, Roland Wartenberg Cloud Computmg and SAP Where We Are and Where We're
= Make yOUf' deCISIOI’l Goin, SAPlnslder July-Aug-Sep 2010, Special Report Cloud Computing, URL

htt coml/irj/scn/go/portal/prtroot/docs/library/uuid/a

=  Uwe Wagner Tiburon Consulting, Running SAP in the Cloud?, LinkedIn Group, URL
http://www.linkedin.com/groups?mostPopular=&gid=3103601
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